only practically possible solution or the most cost-effective way for these areas that are not connected with to the utility grid. In addition, the enhanced microgrid concept offers new socio-economic benefits that have not even been imagined previously. For instance, non-traditional power generators (e.g., wind turbines, solar panels, smallscale diesel generators) in microgrids are allowed to sell electricity to local consumers, ultimately boosting electricity market restricting activities. In addition, the microgrid no longer relies on a single power source; the on-site generation can be used as an emergency backup in the event of a blackout or brownout in order to mitigate the disturbance and improve power reliability. [4] . Due to the nature of microgrid operations (e.g., ownership, reliability requirement, locations), a major microgrid deployment is expected to be carried out on university campuses and research institutions, military bases, and industrial and commercial facilities. According to Navigant Research (formerly called 
Protection and Control of Microgrid
The electrical energy generated by wind farms, solar energy and even small local generators inside of the microgrids is reaching a considerable portion of the total produced energy in comparison to that of the previous decade. The presence of new energy sources, distributed storage, power electronic devices and communication links make a power system's control and protection more complicated than before [6] because they impose considerable and fundamental changes in the configuration of the power system topology and power flow direction [7] . Thus, in order to enhance the power system visibility and controllability, more data and communication links should be provided throughout the entire power system; however, this huge amount of data can also cause heavy computational burden, as well as possibly negatively impact the performance of protection schemes.
As mentioned several times, in recent decades, more attention has been given to the microgrids framework from the aspects of the market, control, management, reliability, etc. due to the active role of both the energy producers and consumers. A microgrids that could be a kind of smart grid provides us with more flexibility and reliability for control and protection of a power system. Live interaction between private commercial generators and controllable consumers is an inseparable part of a smart grids that makes the power system more and more complex to handle. Thus, it is admittedly evident that conventional protection and control systems will not effectively work in a microgrid because they cannot satisfy all the control and protection requirements of such a dynamic and variable grid. The importance of the inescapable integration of communication and the physical energy network (i.e. the power system) needs to be taken into account as a way to reach an advanced and developed management system for a future grid-connected microgrids [8, 9, 10] .
Microgrids Protection
Microgrids protection and reliability are the most serious challenges in the area of power system protection due to the complex nature of microgrids, two-way flow of both power and information in the power system, and presence of local distributed generations. One of the protection issues microgrids suffer from is islanding. Islanding will happen if a microgrid that includes distributed generation/storage and local loads becomes separated from the rest of the power grid. The island area brings its own problems, such as low power quality, safety matters, and overload issues [11] .
Islanding detection methods are an immediate and effective solution for failure, disconnection and outage inside microgrids. Researchers have done great efforts to both introduce new detection methods and advance previous ones [12, 13, 14, 15] to lessen the adverse effects of the islanding phenomenon. However, the smart technology applied to future microgrids provides effective tools and fundamentals to use islanding detection as a last resort to avoid any consequent trouble. As Fang et al. [16] classified, two protection mechanisms can be named: fault prevention and fault detection/recovery. The former mechanism is normally suitable as a preventive measure for avoiding any failure as much as possible, while the latter is used after failure to detect and remove the fault and recover the system in the shortest possible amount of time. Several approach are proposed to improve the fault detection and recovery process. Tate et al. [17] introduced an algorithm that uses measured data of PMU to successfully detect line outages based on information regarding the system topology. It is mentioned in [18] that phasor measurement for detection of system parameters' error is necessary because conventional measurement cannot provide a powerful tool to identify such certain error.
One of the approaches for enhancing the system reliability is self-healing ability.
This self-healing ability helps the system to reconfigure itself based on the intended pattern and partitions the system into some small intentional island. This reconfiguration will be done against the disturbances that cannot be removed. [19] proposed a controlled area partitioning algorithm to break down the whole system under danger into some island to minimum active and reactive power imbalances. The most important contribution of the proposed method is its improvement of the voltage profile of the partitioned subsystems compared with those of similar algorithms. In fact, cascading failure will be prevented and the impact of all disturbances will be restricted [16] .
As previously mentioned, the flow of information through the communication network is important as same as flow of power through transmission line. Thus, any missing data, failure on communication channel or problem within smart meter could cause a serious issues with regard to microgrids operation, visibility and controllability.
Control Approach of Microgrid Control
In this chapter, different microgrid control methods ranging from conventional to recently introduced ones are studied and categorized into three major groups:
centralized, decentralized and distributed control methods.
In a power system, the control of generators and their economic dispatch can be carried out by a centralized method that much research has been dedicated to this approach [20] . In this approach, data and information are gathered from all over the system and will be processed in a central controller; then, a control signal will be transmitted directly to each agent through supervisory, control, and data acquisition (SCADA). SCADA is an advanced automation control system that centrally manages the control, gathering and monitoring of an electrical power system's operation [21] . As can be seen from Figure 3 .3, a two-way communication channel for each agent is required for transferring data to the center of the system, based on the nature of the centralized approach. Therefore, the system will be confronted by a barrier due to the numerous communication links that become necessary as the number of agents increases [22] . Moreover, the centralized method is not an effective or practical approach in the future grids because both the communication and electrical network topologies of a microgrid are always subject to change [23] . All that aside, using the centralized method for a large number of agents may not be a cost-effective solution due to the need for a high level of connectivity. Implementation of the centralized method, although theoretically easy, is still not a straightforward way to expand power systems in the future. However, it is obviously proven that centralized methods have currently become a mature and developed approach for power system and cannot be replaced completely by other new methods. Thus, any new method must be compatible with the current infrastructure of a power system to work successfully with it. Solving an economic dispatch (ED) problem for a large scale power system is a good example of widespread use of the centralized method.
As mentioned before, one type of control method is the decentralized method, in which each agent or subsystem has its own controller, meaning each agent makes decisions based on local measurements, such as voltage and frequency value, to get more profit from the market or more stability. In contrast to the centralized method, which needs global information to make a decision for the whole system, the decentralized method will not require agents to exchange all information with other agents or a central control, neither globally nor locally; however, some leader agents can send and decentralized approach cannot guarantee that the system will reach the global optimization or stability; thus, they are used for local improvement. However, the decentralized method needs to be considered from different angles because each method has its own pros and cons. One of the important advantages of decentralized systems is their ability to protect the agents' privacy by secluding their private information [24, 25, 26] . A centralized and decentralized approach have been provided at [27] to improve power system transient stability in a small scale power system and authors also discuss and compare the performance of both methods.
Furthermore, a decentralized system is more stable than an identically connected centralized system; for instance, if some leaders lose their connection with other agents, we still have some decentralized systems that can remain stable. A simple representation of the decentralized method is shown in Figure3.4.
Recently, painstaking research has been done to find an alternative method, or at least a short-term solution, to reduce some of the problems of the centralized method. Now, the control of a sophisticated system, such as a power system that uses a distributed control approach for achieving an optimal point, has drawn more and more attention due to its considerable ability to extend a complex system more easily than a conventional central control approach can. In the distributed consensus-based control approach (commonly known as the distributed control approach), each agent (i.e. generators and users of a microgrid) uses local information provided by its neighbors and locally measured parameters, such as voltage and frequency. According to new investigations conducted by different researchers, the distributed approach could be practical for handling the variable nature of the microgrid, which is due to its plug-and-play characteristic. In fact, this method will not be affected by changes to the smart grid topology due to the sharing of local information, and thus would be easy to extend as new agents arbitrarily connect to the network. From figure 3.6, it can be shown how a simple microgrid can be equipped with the distributed method.
Solving economic dispatch problems is a famous and frequent use of the distributed algorithm in microgrids and power systems. In the electrical market, different participants, including consumers and prosumers, have their own private cost function affecting their actions in the market. It is evidently believed that they must consider privacy principals if they want to get more satisfaction and benefits in the electrical competition market. To a great extent, the distributed algorithm can preserve the agents' privacy because most of the important information, at least, will not be released and shared globally.
Olfati-Saber et al. [28] wrote a paper providing a theoretical framework for the analysis of a consensus based algorithm applied to a multi-agent system. [29] carried out a comprehensive survey of distributed consensus based problems. The authors concentrate on the application of consensus problems in cooperative control. Deng et al. [8] proposed a real-time demand response algorithm to find an economic solution through the participation of both users and producers. They have tried to model a realtime interaction in a smart grid given a multibuyer-multiseller system. Also, 
Energy Management Aspects of Microgrid
In the microgrid application scenario, one of the challenging tasks is reducing large energy imbalances due to the uncertainty in power supply from intermittent renewable energy source based distributed generators (DGs) and the dynamic nature of electricity consumption [34] . Fortunately, advances in information and communication technologies (ICT) along with more and more heterogeneous flexible loads, such as plug-in electric vehicles (PEVs), thermostatically controlled loads (TCLs) and distributed energy storage (DES), enable a great opportunity to develop the demand response (DR) and demand side management (DSM) in smart grid applications. These technologies provide a lot of energy management approaches to eusure that the power demand can be rescheduled according to the power supply from utilities or local microgrids through directly or indirectly load control strategy [35] . Within the context of various nondispatchable renewable resources based microgrid, many demand response programs supported by home energy management system (HEMS) or Supervisory Control and Data Acquisition (SCADA) can further promote the participation of active energy customers into power distribution network to provide a way that they can contribute to the optimization of the value chain through directly controlling the self-generated power and electric devices. The potential demand elasticity offered by end-users (e.g. household demand) can postpone or defer grid investments and promote the efficient exploitation of the renewable electricity produced at or close to the consumption level [36] . The implementation of these opportunities require us developing new operational strategies, value mechanism and ICT tools for enabling the coordination between demand scheduling and microgrid with the objective of supporting the entire power distribution network through providing ancillary services. The feasibility of combined optimal operation of microgrids can also be improved by embedding various DR or DSM strategies into the operation.
Type Pros Cons
Centralized control
• Easy to implement
• Easy to maintenance in the case of single point failure
• Computational burden
• Not easy to expand (so it is not suitable for smart grids)
• Single point of failure (highly unstable)
• Requires a high level of connectivity Decentralized control
• Local information only
• No need for a comprehensive two-way high-speed communication
• Without leaders, system still includes some control island-area
• Parallel computation • Easy to expand (high scalability)
• Low computational cost (parallel computation)
• Avoids single point of failure
• Suitable for large-scale systems
• Not affected by changes in system topology.
• practical solution for plugand-play characteristic of smart grid
• Needs synchronization to increase electricity demand elasticity. Usually, most DR actions may be either responses to changes in the electricity prices over time, or incentives from utilities that result in peak shaving or even the relief of congested networks incentive agreement [37] . With the development of networked microgrids, those incentives also include local power supply situations and relevant generation forecast. Generally, there are two demand response mechanisms, namely incentive-based and price-based. Each DR mechanism comprises a number of DR alternatives that can be adopted, which are shown in Table 3 .2.
More specifically, the incentive-based DR mechanism has two subcategories. One of them is the conventional mechanism that is widely used in many applications, including direct control and an interruptible/curtailment program. The other one is innovative market based mechanism that includes emergency actions, demand bidding, reserving market and various kinds of ancillary services markets. On the other hand, there are also several alternatives for the priced based DR mechanism. It includes time-of-use (TOU) pricing, critical peak pricing (CPP), extreme day critical peak pricing, real time pricing and so on. From economic perspective, the benefits of DR actions may be significant for both utilities and customers, if those electricity price mechanism are introduced in a proper way. The cost reduction for both retailers and end-users may be significant reaching up to 18% when 40% of the controllable devices are considered [36] . As the difference between peak and off-peak TOU rates increases, demand elasticity increases as well. These mechanisms can be implemented through the main architecture of Demand Side Management (DSM) framework, which is shown in Figure 3 design. There is also a high correlation between these two barriers because if some more effective program designs were proposed, some of them would possibly encourage customers to actively participate. Otherwise, the benefit will not be big enough to improve customers' interest. So far, the majority of the applied DR mechanisms are based on highly centralized control concepts. Thus they require the acquisition and processing of a very large amount of local information and configuration data from a central point, 
Home energy management system
Associated with the demand response action and local microgrid installation of many residential customers, there are many researchers proposing the idea of a zero-energy building or a smart greenhouse assisted by a home energy management system (HEMS). To some extent, a HEMS is actually a part of the smart grid on the consumption side, which analyzes the microscopic parameters of appliances. It is employed to collect data from home appliances (e.g. solar panel, electric vehicle, geo thermal, LED lamp) using smart meters and pervasive sensors, and then to optimize power demand and supply based on this collected local information. A typical HEMS usually focuses on power consumption monitoring and standby power reduction. With the increasing demand for intelligent and personalized services, the so-called contextaware systems have been implemented in a smart home to support these personalized services with machine learning and reasoning mechanisms. These innovative designed systems have advantages that can offer adaptive energy service prediction with respect to the power consumption patterns and the related human activities.
According to the users' activities and predefined requirements, HEMS along with context-aware systems can reason through the adaptive DR actions by analyzing incentives and power management policies [37] . requests. After the demand response, the smart meter will send ON/OFF or UP/DOWN control commands with specified operating modes to all appliances, according to the optimized energy consumption schedule [10] .
The electricity price and local energy demand are exchanged via the HAN in the household. On the other hand, the communication between the household and the power utility is based on WAN. In this way, the smart meter or AMI is able to automatically coordinate all electric devices via ON/OFF control commands with specified operating modes. In order to manage the two-type microgrid, namely in island mode and connected mode, two different architectures are needed and proposed in [44] . In the hierarchical architecture there is a central controller element that governs the local controllers of the energy sources. In the decentralized architecture, the control is replicated in the local controllers of the energy sources. Nowadays, the utilization of a SCADA makes configuration and supervision of microgrids much easier than conventional field-test.
Any layman can easily make necessary modifications to introduce new energy sources in the entire system or setting the scheduled response sensitivity. The end-users can adapt the system by simply receiving useful information, such as the cost of fuel or the efficiency curve, by means of intuitive graphical user interface (GUI) and simple screens, which the user can even personalize. The user can access total knowledge of the functioning of every element to supervise the system at all times, and therefore to make decision to resolve unforeseen situations quickly. The system also allows users to control different functions such as starting or stopping sources of energy in real-time. As illustrated in Figure 3 controller. The information is sent to the XML-DA server, which allows REST (Representational State Transfer) requests, making it possible to visualize the information using a web interface [44] . In addition, along with the increasing interactions between customers who have local microgrids and the capability to provide energy for the neighborhood community, an S-SCADA (Social Supervisory Control and Data Acquisition) concept is presented in some literatures [45] . This approach that consists of various computational tools is capable of linking the physical world with the social or cyber world in order to support community development. The traditional SCADA system require expertise to gather and analyze real time data; professional interfaces (e.g. HMI) are needed for system operators, who are expected to have technical knowledge of the plant that is being 
Supporting infrastructure
The improvement of power equipment technologies has been a great contribution to the development of smart grids. In this section, we mainly focus on smart meter measurements, which are considered as the evolution of the existing grid structure.
Besides that, with the advancement of computer communication technologies, smart meters can likely enhance the operation efficiency and reliability of power systems.
Smart Meters Systems
The smart meter is widely used as a smart grid technology. In essence, the smart grid is an innovative reconstruction from the aspects of transmission and distribution and the smart meter system is an important integrant of the smart grid infrastructure in data collection and communication. In essence,
there are three components in the smart meter system: the advanced metering device, communication network management, and data processing system. devices, such as distribution switches and recloses, to provide a more reliable energy delivery system. This is known as distribution automation [46] . Smart meter systems have many benefits, no matter who the consumer or electrical company is. From the consumers' point of view, the smart meter enables the delivery of a rapid report to the central system when a tampering happens. This can effectively help reduce the rate of theft and improve security. Besides that, everyday billing information is available for every customer so that each one can manage his/her own usage of appliances and, consequently, lower their bill. From the electrical companies' point of view, the management of power consumption data from every meter can be easily gathered and processed and naturally, the procedure of billing can be made fast with the help of the two-way communication.
Advanced Metering Infrastructure (AMI)
AMI is developed from AMR. It is a technology that provides a connection between system operators and consumers. On one hand, the information is available for consumers so they are more aware of and can make adjustments to energy usage. On the other hand, system operators can improve the service and billing process based 
Communication Infrastructure
The communication infrastructure in AMI builds a platform between consumers, the utility, and the electrical load. In terms of security, the infrastructure must employ bidirectional communication standards. Local concentrators that used to collect data from different meters are commonly implemented. They also transmit the data to the central server, the bandwidth of which should be considered, based on consumer services and other requirements.
Home Area Networks (HAN)
Privacy and Security of Smart Meters
Cyber security is regarded as one of the biggest challenges in smart grids.
Vulnerabilities may allow an attacker to penetrate a system, obtain private user information, gain access to control of the software, and alter load conditions to destabilize the grid in unpredictable ways. We must realize that the advanced infrastructure implemented in smart grids, on one hand, empowers us with more powerful mechanisms to defend against attacks from outside, but on the other hand, exposes many new vulnerabilities [48] . In this part, we mainly discuss some security and privacy issues due to the deployment of smart meters.
Security in Smart Metering
Attacks on smart meters can be classified as physical (external tampering, neutral bypass, missing neutral, etc.), electrical (over/under voltage, circuit probing, etc.), and software and data [49] . Smart meters raise several serious security issues: However, many countries cannot even decide on the architecture for connecting appliances to meters.
Privacy in Smart Metering
Smart meters also have potential problems for customer privacy. Retailers have the ability to obtain huge amount of data from meters or other electric devices. Not only would this reveal energy usage information, but personal habits, behaviors and preferences could also be disclosed to some interested parties. Smart meter data, which consists of granular, fine-grained, high-frequency type energy usage measurements, can be used by others either maliciously or inadvertently using existing or developing technology to infer types of activities or occupancies of a home for specific periods of time. Analysis of granular smart meter energy data may result in [51]:
1. Invasion of privacy and intrusion of solitude;
2. Near real-time surveillance;
3. Behavior profiling;
4. Endangering the physical security of life, family and property;
5. Unwanted publicity and embarrassment (e.g., public disclosure of private facts or the publication of facts which place a person in a false light).
6. Determine how many people are home and at what times;
7. Determine what appliances you use when, e.g., washer, dryer, toaster, furnace, A/C, microwave, medical devices ... the list is almost endless, depending on the granularity of the data;
8. Determine when a home is vacant (for planning a burglary), who has high priced appliances, and who has a security system; 9. Law enforcement can obtain information to identify suspicious or illegal behavior or later determine whether you were home on the night of an alleged crime;
10. Landlords can spy on tenants through an online utility account portal;
11. For consumers with plug-in electric vehicles, charging data can be used to identify travel routines and history;
12. Utilities can promote targeted energy management services and products;
13. Marketers could obtain information for targeted advertising.
In order to address the privacy problems related to smart meters, some approaches have been discussed or proposed: 
